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Perché Proteggere SQL Server con un tool esterno

* Prevenzione della perdita di dati
« Malfunzionamenti hardware, errori umani, attacchi malware o corruzione dei
dischi locali possono portare alla perdita irreversibile dei dati

» Gestione delle emergenze
* In caso di disastro, un backup completo e regolare e cruciale per il ripristino
rapido delle operazioni aziendali

« Conformita normativa
« Molte organizzazioni devono rispettare normative e standard specifici che
richiedono la protezione e la conservazione sicura dei dati, con copie off-site e
immutabili



Opzioni di Protezione con Veeam

Veeam Backup & Replication offre tre opzioni per il backup di
SQL Server:

» Backup a livello immagine delle macchine virtuali che eseguono
SQL Server, in modalita agent-less

« Backup a livello immagine di macchine fisiche o virtuali che
eseguono SQL Server, utilizzando un agent

« Backup a livello di singolo database via plug-in installato sui
server che eseguono SQL Server



Matrice di compatibilita

SQL server Standalone

Agent-less

Supportato

Always On Availability Group (*)

Supportato

SQL Failover Cluster

Non Supportato

__________J

(*) Always On Availability Group clusterless o basati su istanze multiple di Failover Cluster sono supportati solo dal Plug-in
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SQL Cluster Backup by Agent
HOW tO



Checklist
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DNS

Configurazione di rete

Firewall

Impostazioni di protezione locali (5.0))

https://helpcenterveeam.com/docs/backup/agents/used ports.html



https://helpcenter.veeam.com/docs/backup/agents/used_ports.html

Creare il Protection Group

Choose how you want to populate this protection group with computers,

This protection group will contain:

) Individual computers
Static protection scope with one or more individual computers via IP address or DMNS name,
Recommended for smaller environments without Active Directory,

< Previous | ‘ Mext = | | Finish ‘ | Cancel

(Cluster Name Object)

Per i cluster selezionare il CNO

Mew Protection Group

Active Directory
EE Specify Microsoft Active Directory containers and objects to include in this protection group.

Active Directo . . -
£ i®) Microsoft Active Directory objects
. Dynamic protection scope defined by Active Directory containers such as organizational units or
Exclusions : : o .
security groups, and exclusion rules. MName Search for objects in this domain:
Credentials ) Computers from CSV file Type |Iab'i”tem | | lEnE |
Dynamic protection scope defined by the content of a comma-separated values (.csv) file with Selected objects:
Options computer names that is hosted on a file share. Recornmended for larger environments without _ Object
Active Directory, or for CMDB integration. _
Excliions [E WFC2019.1ab.intern
Review
Credentials
Apply ,
Options
Summary Review
Apply
Summary

| < Previous || Mext =

Finish

https://helpcenterveeam.com/docs/backup/agents/cluster

support.html?ver=120



https://helpcenter.veeam.com/docs/backup/agents/cluster_support.html?ver=120

Opzioni

Mew Protection Group

Options
EE Specify host discovery schedule and automatic backup agent deployment cptions.

Mame Discovery

Rescan protection group every:

Type =
(® Daily at this time: | ®:00PM 5| |Everyday w

Active Directory () Periodically every: 1 Hours

Exclusions Deployment

Distribution server:

VBR-01.lab.antern

Credentials

_ Protected computers will download backup agent redistributable frorm this server.

Review Install backup agent automatically (recommended)
Auto-update backup agent
Apply
Install changed block tracking driver on Windows Server 0%
Summary

[] Perform reboot automatically if required

Customize advanced protection group settings such as e-mail notifications.

< Previous Mext = Einizsh

Days

Schedule...

Advanced

Cancel




Creare il Backup Job

“ Creare il job solo dopo che l'agent e in esecuzione su ogni nodo

Mew Agent Backup Job x
- Job Mode

&

) Workstation

Specify protected computer type and backup agent management mode.

MName
) Server

Computers
(® Failover cluster

Backup Mode

Mode:
Storage
(®) Managed by backup server
Guest Processing Veeam backup server schedules and executes backups on the protected computers, This mode is
recommended for always-on workloads with a permanent connection to the backup server, such
Schedule as servers or clusters located in the same data center.

Managed by agent

Summary Veeamn backup server deploys the protection policy to all agents, however the job is managed by
the agent itself. This mode is recommended for workstations and servers located in remote sites
with poor connectivity to the main data center,

< Previous Mext > Finish




Backup Job Mode

Per il job relativi ai
Failover Cluster sono
disponibili solo le
modalita di backup a
ivello di volume e di
backup dell'intero
sistema

Edit Agent Backup Job S50L Cluster
Backup Mode

\'A

lob Mode

MName
Computers
Storage

Guest Processing
Schedule

Summary

Choose what data you want to backup from selected computers.

(®) Entire computer
Back up entire computer image for fast recovery on any level. Deleted, termporary and page files are
autematically excluded from the image to reduce the backup size,

() Volume level backup
Back up images of specified volumes, for example only data volumes. Deleted, temporary and page
files are automatically excluded from the image to reduce the backup size.

< Previous Mewxt = Finish Cancel




Veeam «Application Aware Processing»

« Tecnologia Veeam basata su Microsoft VSS

« VSS e responsabile della disattivazione delle
applicazioni nella macchina virtuale e della
creazione di una visualizzazione coerente dei
dati dell'applicazione nel sistema operativo
guest della macchina virtuale

* In guesto modo non saranno presenti
transazioni non completate quando Veeam
Backup & Replication fara generare lo snapshot
della VM e iniziera a copiarne i dati

Edit Backup Job [SRV-50L-01 Backup w/logs]

Guest Processing
Choose guest 05 proc
i

essing options available for running VMs,

MName

Virtual Machines

Storage

Enable application-aware processing
Detects and prepares applications for censistent backup, perferms transaction legs processing, and
coenfigures the 05 te perform required application restore steps upon first boot.

Customize application handling opticns for individual machines and applications | Applications...

Schedule

Summary

[] Enable guest file system indexing
Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is opticnal, and is not required to perform instant file level recoveries,

Customize advanced guest file system indexing options fer individual machines Indexing...

Guest interaction proxy:

|Automatic selection | Choose..

Guest 05 credentials:
| & LABMET\Administrator (LABNET\Administrator, last edited: 63 days ago) ~ | Add...

Custemize guest O5 credentials for individual machines and operating systems Credentials...

Verify network connectivity and credentials for each machine included in the job Test Now

https://helpcenterveeam.com/docs/backup/vsphere/application aware processing.html?ver=120



https://helpcenter.veeam.com/docs/backup/vsphere/application_aware_processing.html?ver=120

Veeam «Application Aware Processing» - Flusso

Veeam Backup & Replication funge da VSS requestor ¢
attiva una snapshot VSS della VM

Veeam Backup & Replication attiva una
hypervisor snapshot della VM

Microsoft VSS riprende le attivita di I/O inattive nel sistema
operativo guest della macchina virtuale

| job procede come di consueto

Veeam Backup & Replication puo eventualmente
troncare i transaction log dopo che il backup (o Ia
replica) sono stati creati completati con successo

Processing Settings

General S'QJ- Oracle  Exclusions Scripts
Choose how this job should process Microsoft SCL Server transaction logs:
(O Truncate logs (prevents logs from growing forever)
(O Do not truncate logs (requires simple recovery model)
(® Backup logs periodically (backed up logs will be truncated)
Backup logs every: |15 2 minutes
Retain log backups:

{® Until the corresponding image-level backup is deleted
() Keeponlylast |15 2 | days of log backups

Log shipping servers:

|Automatic selection Choose...
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Opzioni di ripristino



Ripristini per ogni esigenza

- Bare metal recovery i

» Export as virtual disk —

. Instant VM Recovery =Pty o it mactine g ety s et ol e s
« Instant database recovery T e evremevs st o et and et ot e st

- Application item recovery O Rereopicdond
« Restore guest files e S
« Restore to Microsoft Azure

« Restore to Amazon ECZ2
 Restore to Google Cloud
« Restore to Nutanix AHV




Shared Volume, Active/Passive Cluster

« Veeam rileva automaticamente i nodi «owner» dei volumi ed esegue |l
backup dei nodi di un cluster in un singolo file di backup

* Include la logica per il backup e il ripristino dei transaction log nei nodi
appropriati

MAME STATUS ACTION

(5] ehusterd.ad.local & Success ) Caleulating digests

Bl enl.ad.local ) Swecess

rlif enl.ad.local © Swcoess MAME STATUS |'-‘.|:'|'il'..."':'-.r .
i clusteri.ad local @ Succen; | & Gettingat oflocal aers
Pl cnl.ad.local ) Success €& Recovery (disk 0] (4500 MB) 16,0 MB read at 16 MB/s [CBT] |
[ cnZ.adllocal (%) Success &) EFI systern partition (disk 0) (99,0 MB) 99,0 MBS read a2 99 umi

| [C:) (49,4 GB) 5,6 G8 read at 554 M8/s [CBT)
|©) chared-1 [E) (24,9 GB) B6.0 M8 read at 85 M/ [CET]

P ) Finalizing
‘ Shared volume will be backed up ) Truncating transacticn logs

Come®™

&2 Truncating SOL server transaction logs
from current owner node "3 °g
) Incremental backup created

) Collecting recovery media files
) Metwork traffic verification detected no comupted blocks
) Precessing finished ot 24.06.2019 21:54.44




Clusters Backup File

| file di backup .VBK
contiene tutti i nodi

del Cluster

Backup Properties SOL Always On Cluster Backup X
Repository: Folder
ExaGrid TMPOX-RV Mode 1 | |fhomefﬂcagrid;’TPMDX-RWSQL Always On Cluster Backup - SQLAC Aperaturelabs.biz
Files:
Mame Data Size Backup Size Deduplication Compression Date 2
E=150L Always On Cluster Backup - SQLAO.Apera... 2.06 GB 857 MB 1.0x 24x 1/17/2018 10:00:...
E=150L Always On Cluster Backup - SOLAO.Apera... 2.53 GB 1.15GB 1.0x 22% 1/16/2018 10:01:...
E=!50L Always On Cluster Backup - SQLAO.Apera... 1.44 GB 586 MB 1.0x 26x 1/15/2018 10:00:...
Eg150L Always On Cluster Backup - SOLAO.Apera.. 2.28 GB 1.06 GB 1.0x 22% 1/14/2018 10:00:...
|$_31|3Q|. Always On Cluster Backup - SOLAO.Apera.. 1.07TB 19.4 GB Mbex 16x 1/13/2018 10:02:...
E2150L Always On Cluster Backup - SOLAGApera.. 2,30 GB 1.14 GB 1.0x 22x 1/12/2018 10:01:..
E2!50L Always On Cluster Backup - SOLAO.Apera... 147 GB 569 MB 1.0x 26x 1/11/2018 10:00... .
Objects: Restore points:
Mame Original Size Date Type Status &R
E:gTPhﬂE-SQlAD'I Aperat... 25.5GB 1/17/2018 10:0:59 ...  Increment oK
E::TPMGE-SQLAOE.Aperat... 18.5 GB 1/16/2018 10:01:44 ... Increment 0K
1/15/2018 10:00:49 ...  Increment 0K
1/14/2018 10:01:08 ...  Increment oK
1/13/2018 10:02:52 ...  Full oK
1/12/2018 10:01:48 ... Increment oK
1/11/2018 10:01:23 ... Increment oK
1/10/2018 10:01:56 ...  Increment oK
1/10/2018 12:46:26 ...  Full oK
1/9/2018 10:01:14 PM  Increment 0] 4
1/8/2018 10:02:18 PM__ Increment oK o




DEMO

SQL Server
Backup &
Restore

Instant recovery
Instant disk recoveny...

Restore entire WM...
Restore virtual disks...
Restore WM files...
Restore guest files

Restore application items
Restore to Amazon EC2...

Restore to Microsoft Azure,..
Restore to Google CE..

Export content as virtual disks...

Export backup...

Delete frorm disk

&

45 Microsoft SOL Server datab:

Microsoft Active Directory c
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Veeam Plug-in for Microsott
SQL Server



Architettura

Backup Server

. g]
ro =
X/ Recovery Manager

Source Data Mover

-

Repository

Target Data Mover
: "
VDI Device \M/

VDI Device

lugin.html?ver=120



https://helpcenter.veeam.com/docs/backup/plugins/mssql_plugin.html?ver=120

E! Configure Plug-in

Configuration Steps

Veeam backup server: | srvlb.tech.local
Backup Server

Backup Repository
Credentials for the backup server:

sername: ervl8\administrator

SQL Server Backup &
Restore Via Plug-In
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Grazie
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